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The Future of AppSec Lies in a New Hybrid Approach
It’s No Longer a Choice Between AI and AppSec; It’s Both

Deterministic
Built around rules, 
pattern matching 

learned over
decades of 

research, policy
enforcement, 
andrepeatable 

scan results

Probabilistic
Built around 
contextual
reasoning, 

identifying novel 
exploitable patterns 
to find potential zero 

days



The AI Paradox
While AI Creates Many Benefits, It Also Creates Downstream AppSec Challenges

AI Can Build AI Can Scan

AI Can’t Fix Itself
Project Glasswing identified 20K 

vulns of which only 97 were patched

AI Can’t Defend Itself
Each new prompt or token used, can 
become an attack surface extension



The Economic Rupture
AI Necessitates Significantly Higher Velocity and Scale

Exploits can now be 
generated in minutes

Public exploits are 
weaponized faster than ever

Cost of attack is approaching 
zero

AI is removing the cost and 
skill barriers for attackers

Exploitation moving 
towards real-time

Time to weaponization is 
collapsing rapidly



The Governance Imperative
You Can’t Control What You Can’t See

Foundational Models

LLMs 

Training Data Poisoning
System Prompts
Prompt Injection

Autonomous Agents
Data Exfiltration/Agent Hijacking

External Data / RAG Pipelines
Context Poisoning

MCP Servers
Tool Poisoning, Hijack

AI SDKs & Client Libraries
Malicious Packages

Integration and Tooling Layer

IDE Extensions
Code Suggestion Hijack

AI Coding Assistants
Insecure Completions

Developer Attack Surface

Runtime Agentic Surface

The New AI Attack Surface

AI BOM and 
Policy Enforcement



Security can no 
longer stand at the 
gates of software.

It must live inside the 
forge where software is 

created.
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