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Agenda

Why Al-generated code
changes the risk equation

Backlogs, vibe coding, and
hallucinated/slop code

Why accuracy needs
deterministic AppSec controls

Al-Assisted Remediation with
Deterministic Security Controls

Operating model: automation
with human oversight



Al Vibe Coding Speeds Delivery—

What Changed

Developers can generate features,
tests, and fixes in minutes

Small Ul changes can touch data
collection, consent state, APls,
dependencies, and infrastructure

Attackers can also use Al to discover
and exploit weak patterns faster
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What Did Not Change

Code still needs to compile,
behave correctly, and comply with
privacy expectations

Open-source dependencies
still introduce supply-chain risk

Infrastructure definitions still need least
privilege, encryption, and safe defaults




The Backlog Problem:

Findings
Pile Up

Al increases change volume

Triage
Slows Down

Risk Gets
Normalized

Teams still need context Business pressure

. ion
Legacy alerts compete with pushes exceptions

False positives waste
new Al-generated code

scarce time Unowned vulnerabilities

Security debt IinzEr

Manual prioritization
becomesinvisible

cannot keep pace

Rework happens late
in the release cycle
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Al-Assisted Remediation
with Deterministic Security Controls

Al Can Accelerate the Workflow, But Deterministic Controls
Decide Whether the Change is Safe Enough to Ship

RN

Al Triage

Al-Generated Deterministic Human Verified

Change Scan Al groups findings, Decision Remediation
Developer uses SAST, SCA, and explainsimpact, AppSec / product Patch is generated
Alto generate code laC validate code and maps risk to owner approves, or guided,

the consent
workflow.

rescanned, and
merged only when
policy passes.

and pushes to repo paths, packages,
and configuration

before merge.

rejects, or requires
a controlled fix.
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Operating Model:
Automate the Work, Not the Judgment

Automate Govern Oversee

Scan every Al- Define policy gates Keep human approval for
assisted change > Tiaslk s eepions > high-risk flows
Generate summaries O : . Review Al-suggested fixes
and fixes Require evidence for
release decisions Feed lessons back
Open tickets or PR INto secure prompts
comments automatically and patterns

N O\ .
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AUTOMATED APPSEC WORKFLOW

From vulnerability detected to fix merged — fully
automated

Zero manual triage steps Noise filtered automatically Loops until the PR is clean
PHASE 2 PHASE 3 PHASE 4 PHASE 5
& & o
N
Scan Triage Remediate Verify Loop
Checkmarx scans the PR Filters out noise — only real, Posts fix requests to Waits for fix PRs to pass Re-scans the base PR and
and surfaces all findings fixable issues move forward @Checkmarx, which their scan, then auto-merges repeats until no issues
generates fix PRs remain

Returns to Scan until the PR is clean

CcX Checkmarx Triage Assist Remediation Assist Fully Automated




¥ Fixed Issues (5)
O Critical: 2- 9 High: 3

Great job! The following issues were fixed in this Pull Request

Severity Issue Source File / Package

vuln_file_ops.php: 94
vuln_file_ops.php: 132
vuln_file_ops.php: 132
vuln_file_ops.php: 60

vuln_file_ops.php: 102
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Relative Path Traversal
<> Confirmed

<> Triage with Al <> Remediate with Al

Change Log Full Details ,”

o Al Assist

<> Confirmed

Al Assist set state to Confirmed based on Reachability and
Exploitability analysis. View Al triage details in the Info tab.
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Measure Speed and
Confidence

MTTR

Time from finding
to verified fix

Consent
Workflow
Evidence

Proof of compliant
state, logging, and
tracking behavior

Policy
Pass Rate

Changes merged
only after required
checks

Checkmarx

Reopen Rate

Findings returning
after remediation

Backlog
Burn-Down

Openrisk by severity,
age, and owner

Al
Acceptance
Rate

Al-suggested fixes
accepted after review
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